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PP WHAT IS FRAUD?

Wrongful or criminal deception intended to result in financial or personal
gain.

e must be dishonest;

* his/her intention must be to make a gain; or cause a loss or the risk of a
loss to another.

* No gain or loss needs to have actually been made.

* The maximum sentence is 10 years' imprisonment.




z Text and email scams

Wednesday, 30 December 2020

NHS: We have identified
that your are eligible to
apply for your vaccine.
For more information
and to apply, follow here :
uk-application-form.com
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BARCLAYS O

At 15.01.49 on 29/06 ,
you added a new payee
from your account APR
ending ] using your {© @
mobile banking app. If

this wasn't you, please +44 7949 656430 >

call us on +44 333 200

1014 Text Message
L AL Today 08:41

08:47

i Royal Mail: Your package has a
At 14.41.27 on 01/07 £2.99 shipping fee, to pay this

you added a new payee now visit royalmail-

from your account redelivery.support. Actions will
ending Il using your be taken if you do not pay this
mobile banking app. If fee

this wasn't you, please

callus on +44 333 200
1014
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P2 Text and email scams R

What do | look out for? What should | do?

* Urgent- does it say there is e Do not click on any links

limited time? * Check with the company it’s
e Check the URL claiming to be
* Check the sender  Forward suspicious texts to
* Are you expecting this? 7726

* Forward suspicious emails to
report@phishing.gov.uk
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Postal scams




zz Postal scams

What do | look out for? What should | do?

Won a competition or the * Report to Action
lottery fraud

Is there a catch? * Report to Royal Mail
Bad spelling or poor * Do not click any links

grammar * Do not give any
Unsolicited or unfamiliar details

sender
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zz Push payment scams

HMRCUK

You have a pending Tax
Refund of 265.84GBP
from HMRC. To proceed
your application please
complete your form via
hmrc.gov.signin-uk.com

LLOYDS: A payment was
attempted from a NEW
DEVICE on 18/03 at
19:50:23 and needs
approval. If this was NOT
you, please visit https://

beoch

Barclays Alert: You have
successfully added a new payee on
18/0212027 at 20:27, if this was not

you cancel via: httos |

HALIFAX: You have successfully
added a new payee Mr M RHAMIL
ending in 3994, if this was not you
please visit: htips) [ R
I o sccure your account,

HS3C: A payment was
altermpted lroma MEW DEVICE
an 23/03 at 12:13PM. If this was
NOT you, please visit: https.




zz Push payment scams
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What do | look out for? What should | do?

* They can clone numbers so * Contact your bank
be aware immediately
e Suspicious links * Do not call any number
e Spelling mistakes given by them
 Change passwords
frequently




catch
z Romance scams
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that vou took outside of your
modeling joi at shutterstock?

Yes my king! First | must know
many thing about you!

What is the name of your first
pet?

What is your mother’s maiden
name?

What is the name of the town
here you were born?




catch
zz Romance scams

What do | look out for? What should | do?

* Professes love quickly * Do not send any money or
* Stolen profile pictures give details

* Claims to be overseas * Do not accept friend

* Asks for money requests from strangers

* Gives excuses * Use reputable dating
* Asks lots of questions websites

about you  Report!




Investment scams

Bitcoin Is Making People Rich

O wow can Become The Mex

:ﬁ-wﬂ_:nw CHANGE YOUR
- * i LIFE TODAY!

I-]-:llvl'l? trachng

Join Us and Start Getting Rich
with Bitcoin Revolution!

@W Froom TIME Forbes




catch
zz Investment scams

What do | look out for? What should | do?

* Unexpected contact Reject cold callers

* Time-limited offer Check the Financial
* Offer promising and Conduct Authority
unrealistic returns register
Do not feel pressured or
rushed to make decisions




ue traders
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22 Rogue traders

What do | look out for?

beacgn

What should | do?

* Big offers and one-time « Don’t sign or agree to

only deals anything on the spot
* Exaggerated work that e Answer the door with
needs to be done chain on
* Any unusual or new * Check traders identity
markings near your * Talk to someone you trust
property e Reportto 101 or trading
standards
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@ HOW DO | REPORT? i

ACTION FRAUD:
* UK’s national reporting centre for fraud and cybercrime

=
e ALL victims of fraud should report to Action fraud Actl o n Fra u d
* You can report 24/7 using online reporting service or over the
phone. ""x"s Report Fraud & Internet Crime "s"s"s

* Pass all reports to National Fraud Intelligence Bureau who will - -
assess and pass to appropriate agency if believe action can be aCtlonfra Ud = POl ice.u k

taken

POLICE: If vulnerable or at risk, known local offender or suspect would be caught with an immediate response, call
the Police immediately

BANK: If your card is lost/stolen or you realise there’s been unauthorised payments on your account, report to your
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HOW DO | PROTECT MYSELF?

TOO GOOD TO
BE TRUE
If it seems too good to Keep personal Where possible, pay
be true, it usually is! information safe by Credit card

cifas

Leaders in fraud prevention

CIFAS protective registration Stay safe online Watch out for phishing emails

https://www.actionfraud.police.uk/individual-protection

We can offer
further
advice and
support!




THANK YOU
ANY QUESTIONS?

Our contact details
Helpline- 0300 0115 555 (Option 3)

Our website
www.hertfordshirebeacon.org

Our social media
@HertsBeacon

@BeaconFraudHub beOCQn



