
Fraud and Scams 
awareness 



WHAT IS FRAUD?
Wrongful or criminal deception intended to result in financial or personal 
gain.

• must be dishonest;
• his/her intention must be to make a gain; or cause a loss or the risk of a 

loss to another.
• No gain or loss needs to have actually been made.
• The maximum sentence is 10 years' imprisonment.



Text and email scams



Text and email scams

What do I look out for?

• Urgent- does it say there is 
limited time?

• Check the URL
• Check the sender

• Are you expecting this?

What should I do?

• Do not click on any links
• Check with the company it’s 

claiming to be
• Forward suspicious texts to 

7726
• Forward suspicious emails to 

report@phishing.gov.uk



Postal scams



Postal scams
What do I look out for?

• Won a competition or the 
lottery

• Is there a catch?
• Bad spelling or poor 

grammar
• Unsolicited or unfamiliar 

sender

What should I do?

• Report to Action 
fraud

• Report to Royal Mail
• Do not click any links

• Do not give any 
details



Push payment scams



Push payment scams

What do I look out for?

• They can clone numbers so 
be aware

• Suspicious links 
• Spelling mistakes

What should I do?

• Contact your bank 
immediately

• Do not call any number 
given by them

• Change passwords 
frequently



Romance scams



Romance scams

What do I look out for?

• Professes love quickly
• Stolen profile pictures
• Claims to be overseas

• Asks for money
• Gives excuses

• Asks lots of questions 
about you

What should I do?

• Do not send any money or 
give details 

• Do not accept friend 
requests from strangers

• Use reputable dating 
websites 

• Report!



Investment scams



Investment scams

What do I look out for?

• Unexpected contact
• Time-limited offer

• Offer promising and 
unrealistic returns

What should I do?

• Reject cold callers
• Check the Financial 

Conduct Authority 
register

• Do not feel pressured or 
rushed to make decisions



Rogue traders



Rogue traders
What do I look out for?

• Big offers and one-time 
only deals

• Exaggerated work that 
needs to be done

• Any unusual or new 
markings near your 

property

What should I do?

• Don’t sign or agree to 
anything on the spot

• Answer the door with 
chain on

• Check traders identity
• Talk to someone you trust
• Report to 101 or trading 

standards



HOW DO I REPORT?
ACTION FRAUD:
• UK’s national reporting centre for fraud and cybercrime
• ALL victims of fraud should report to Action fraud
• You can report 24/7 using online reporting service or over the 

phone.
• Pass all reports to National Fraud Intelligence Bureau who will 

assess and pass to appropriate agency if believe action can be 
taken

POLICE: If vulnerable or at risk, known local offender or suspect would be caught with an immediate response, call 
the Police immediately

BANK: If your card is lost/stolen or you realise there’s been unauthorised payments on your account, report to your 
Bank immediately



HOW DO I PROTECT MYSELF?

https://www.actionfraud.police.uk/individual-protection

If it seems too good to 
be true, it usually is!

Keep personal 
information safe

Where possible, pay 
by Credit card

CIFAS protective registration Stay safe online Watch out for phishing emails

We can offer 
further 
advice and 
support!



THANK YOU
ANY QUESTIONS?

Our contact details
Helpline- 0300 0115 555 (Option 3) 

Our website
www.hertfordshirebeacon.org

Our social media
@HertsBeacon
@BeaconFraudHub


